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Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS Industrial Networks of any
inaccuracies or omissions found in this document. HMS Industrial Networks disclaims any responsibility or liability
for any errors that may appear in this document.

HMS Industrial Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the part of
HMS Industrial Networks and is subject to change without notice. HMS Industrial Networks makes no commitment
to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide range
of possible applications of the product, and because of the many variables and requirements associated with any
particular implementation, HMS Industrial Networks cannot assume responsibility or liability for actual use based on
the data, examples or illustrations included in this document nor for any damages incurred during installation of the
product. Those responsible for the use of the product must acquire sufficient knowledge in order to ensure that the
product is used correctly in their specific application and that the application meets all performance and safety
requirements including any applicable laws, regulations, codes and standards. Further, HMS Industrial Networks will
under no circumstances assume liability or responsibility for any problems that may arise as a result from the use of
undocumented features or functional side effects found outside the documented scope of the product. The effects
caused by any direct or indirect use of such aspects of the product are undefined and may include e.g. compatibility
issues and stability issues.
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1 Preface
1.1 About This Document

This document explains in a few steps how to configure your Ewon device, your Talk2M account
and the PLC software to access the Siemens for remote diagnosis and programming.

For additional related documentation and file downloads, please visit www.Ewon.biz/support.

1.2 Document history
Version Date Description
1.0 2012-01-03 First release without Ethernet connection
2.3 2019-04-02 Added: Talk2M easy setup
Changed: new layout added

13 Related Documents
Document Author Document ID
Ewon Configuration for Internet Access | HMS AUG-0019-00
Using the Wizard
Easy Commissioning via SD Card and HMS AUG-0062-00
USD Drive
PLC Discovery through Talk2M HMS AUG-0070-00
WAN Connection Fallback HMS KB-0286-00
1.4 Trademark Information

Ewon’ is a registered trademark of HMS Industrial Networks SA. All other trademarks mentioned
in this document are the property of their respective holders.
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2 Requirements

2.1 Hardware
To complete this guide, you need the following items:
e an Ewon with VPN capabilities,
. Siemens PLC,

e acomputer to configure the Ewon and the Siemens PLC.

2.2 Software

2.2.1 Ewon Related
The following pieces of software are needed to configure your Ewon:
e amodern web browser (min. version: Firefox 15, Chrome 16, Safari 6 and Edge 13),
e  eBuddy: Ewon configuration and maintenance utility.

e eCatcher: Talk2M remote access utility. Version 6.4 or higher.
2.2.2 Siemens Related

e TIA Portal: the version of the software must allow the use of the TCP/IP interface (version
5.3 or higher).
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3 Objective

The objective of this document is to guide you through the steps required to enable remote
access of the Siemens.

The remote access setup is composed of 4 different parts:

e communication with the Ewon through the Internet,

e connection of your Ewon to the Siemens PLC,

e configuration of the PLC software so it can communicate through the Ewon,
e access to your PLC through the Internet.

If you connect to an Ewon for the first time, we recommend reading the “Quick Start Guide”
document shipped with your Ewon.
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4

Prepare your Ewon for Remote Access

The LAN IP address of your Ewon and of your PLC must be in the same IP range.

If you choose the Ethernet or Wi-Fi WAN interface to connect to the Internet, the Ewon requires
a LAN IP address on the machine side and a WAN IP address on the network (remote site) side.

Before configuring your Ewon LAN IP address and by consequence, the IP address of your PLC,
ask to your network administrators what is the specified company LAN network range used as
WAN connection by the Ewon to connect to the Internet.

The LAN ports of your Ewon and thus the PLCs plugged in the Ewon must be in a range outside
the ones used by the Site LAN.

Site LAN
10.10.0.X
255.255.255.0

Ewon LAN
192.168.0.X
255.255.255.0

Fig. 1 IP ranges involved in an Ethernet / Wi-Fi network.

In the above example, we could select IP addresses in the 192.168.0.# range for the Ewon LAN
and PLCs since it does not overlap with the Site LAN range.

If you choose the cellular WAN interface to connect to the Internet, the Ewon requires only a
LAN IP address compatible with the PLC IP address.

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US
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5 Configure your Ewon for Remote Access

This section explains how to configure the remote access of your Ewon through Talk2M service.

Before going through the configuration of your Ewon to set the remote access, we recommend
reading the Prepare your Ewon for Remote Access, p. 6.

5.1 Step 1: Create your Ewon in Talk2M

The first step consists in listing your Ewon inside your Talk2M account using the eCatcher
software.

@ If you already created your Ewon in your Talk2M account, through eCatcher, you can skip this step and
go to the next step.

To create your Ewon in Talk2M, apply the following procedure:
1. Connect your computer to the Internet.
2. Verify that you have an Internet connection.
For example: open your web browser and browse to your favorite web page.
3. Open eCatcher and log in to your Talk2M account.

If you don’t have any Talk2M account, please follow the video tutorial “Create a Talk2aM
Account” available on the Ewon elearning platform.

% eCatcher (6.5.0 build 28848)

Engish v [

Account:

Create a Free+ Account
Username:
Pasgword:
Forgot Password?
[[] remember Me

Settings Log In

Tall M

Fig. 2 Add an Ewon in eCatcher — 1

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US


http://resources.ewon.biz/download/ecatcher
https://ewon.biz/e-learning

Configure your Ewon for Remote Access 8 (42)

4. On eCatcher’s main interface, click the + Add icon. A new window appears.

Q. eCatcher (6.5.0 build 28848 - O
This is Ludo [Itn] ewon_suppert [ref: 01856] Logout English ¥ ﬂ

Active connection

My E
i{: Add Properties Log s No action Refresh n View map Search
Groups @ Online TMODZ EW_11_3s0 192,168, 120,152 - static ~
& online Itn_cosy_2 14.0s0RC4
$ Online Itn_flexy 13.3s0

Fig. 3 Add an Ewon in eCatcher — 2
5. Enter the name of your Ewon.
The Talk2M server displays this name to identify the remote connection to your Ewon

6. Select the Connection Type to specify how your Ewon connects to the Talk2M server. You
can choose between two possibilities:

—  Permanent: for Ethernet, Wi-Fi or cellular models. Your Ewon stays permanently online.

—  Triggered: only for cellular models. Your Ewon is offline (but still functional) until you
wake it up with an SMS.

If you specify a triggered connection, then eCatcher asks for the phone number of your
Ewon. The phone number allows Talk2M to send an SMS which wakes up your Ewon.

®_ New Ewon

Ewon Name: My Ewon

Ewon Description: | This is my Ewon

Connection Type: | Permanent w

riggered ( only possible for cellular version)

Fig. 4 Add an Ewon in eCatcher — 3

7. Click Next.
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8. Enter custom information concerning your remote connection. You can use the Custom
Fields to classify or filter your different remote connections (your different Ewons).

% New Ewon

PLC Dummy
Country Belgium
IP address 192,168,120,230|

< Back Create Cancel

Fig. 5 Add an Ewon in eCatcher — 4
9. Click Create.

The newly created Ewon is now linked to your Talk2M account.

@ If you have a Talk2M Pro account, you need to add the Ewon to a pool/group of Ewons before being able
to create the new Ewon entry.

eCatcher displays the “Talk2M Connectivity” frame. Follow the Step 2: Prepare the Configuration
File, p. 9 to continue the configuration of the remote access.

Talk2M Connectivity: My Ewon
Back to Ewon list

Select your preferred method to configure your Ewon:

USB / SD Card

* Create a USB or 5D card configuration to connect your Ewon to your Talk2M account. Launch Setup Wizard
4

Activation Key

Every Ewon is assigned an Activation Key during its creation in Talk2M.
AHK‘JN— This key cannot be changed.

Activation Key: |dcdf62f606c6d5549c2e61dc0f863224 Copy to Clipboard
Ewon Name
2 E Na My E C to Clipboard
. won Name: y Ewon opy ipboar
-_|
SMs
Send an SMS to the Ewon with its activation key.
% It will trigger the remote auto-configuration. Send SMS to Ewon

(& Activation by SMS is only possible for "Connection Triggered” Ewon.

Fig. 6 Talk2m Connectivity in eCatcher

5.2 Step 2: Prepare the Configuration File

To access remotely your Ewon, you need to configure the Internet and the Talk2M VPN
connection of your Ewon.
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5.3

The configuration explained in this section uses the Talk2M Easy Setup feature embedded in the
eCatcher (as of v6.4). If you wish to configure your Ewon through eBuddy and Ewon web
interface, please refer to Configure your Ewon for Remote Access using the Web Interface, p. 27
from the Appendix.

eCatcher offers the possibility to create a commissioning file which includes all the configuration
parameters useful to configure such connections.

eCatcher stores the commissioning file on an SD card or a USB flash drive. You can then insert
the SD card or USB flash drive in your Ewon which automatically applies the configuration
parameters available on the SD card / USB flash drive.

To apply the following configuration, your Ewon must run (minimum) Ewon firmware
° version 13.2s0 for the USB drive and 11.0s0 for the SD card.

@ If you decide to use a USB flash drive combined with a Ewon Flexy, you need the Flexy USB extension
card: FLB 3601.

Once eCatcher displays the “Talk2M Connectivity” frame, apply the following procedure:

1. Insert an SD card or USB flash drive in your computer. Make sure the card or the key is of
FAT32 format.

2. Click the Launch Setup Wizard button of the USB / SD Card first row.
3. Select the WAN interface of your Ewon.
4. Depending on the interface you choose, different configuration fields are required:
—  Ethernet: WAN IP settings.
—  Wi-Fi: SSID settings.
—  Cellular: SIM card and APN settings.
For Ethernet and Wi-Fi, make sure to complete the advanced settings if necessary.
5. Click Next.

6. Set the LAN IP address of your Ewon. Check Prepare your Ewon for Remote Access, p. 6 for
more information.

7. Click Next.
8. Select the location where eCatcher should export the file.
9. Click Save twice to confirm the export.

The last screen is an explanation how to proceed with the SD card / USB flash drive and your
Ewon. You can also follow Step 3: Apply the Configuration File, p. 10.

Step 3: Apply the Configuration File

' The following configuration works only if your Ewon hasn’t been registered on Talk2M (or
® is not currently linked to a Talk2M account).

To configure your Ewon for remote access, apply the following procedure:

1. Make sure your Ewon is powered on.
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54

5.4.1

5.
6.

Insert the SD card or the USB flash drive in your Ewon.

The Ewon detects the insertion in a very short period (5 seconds maximum) and you can
visualize this detection by the quick orange blinking pattern of the USR LED (ON / OFF each
150 msec).

Wait for the Ewon to process the configuration files.

After the detection of your SD card or USB flash drive, comes the process of what inside.
You can visualize the process of the files by the slow orange blinking pattern of the USR LED
(ON / OFF each second).

Check the status of the USR LED.

After the process of the configuration files, your Ewon shows if it was able to apply the
configuration. The result is as follows:

—  solid green: success
—  solid red: failure
Remove the SD card or the USB flash drive. The removal induces the reboot of the Ewon.

Within 2 minutes after the reboot, your Ewon should be online in eCatcher.

You can find a complete explanation on the Ewon easy commissioning with the “Easy
Commissioning via SD Card and USD Drive” document from Related Documents, p. 3.

Step 4: Connect to your Ewon Remotely

Now that the Ewon is connected to Talk2M, you can establish the remote connection to this
Ewon.

Depending on the type of connection you set, the procedure changes.

Permanent Connection

To connect remotely to an Ewon tagged as permanent connection, follow the procedure:

1.
2.

Connect your computer to the Internet.

Verify that you have an Internet connection.

For example: open your web browser and browse to your favorite web page.
Open eCatcher (if not already opened).

Select the Ewon you just configured in the “My Ewons” list.

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US
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5. Click the green Connect button displayed in the Ewon list menu to establish the remote
connection. eCatcher is now attempting to establish a VPN connection to the Talk2M server.

users

=
EEE

Pools

L]
i{. My Ewons

Grou Add Properties Log Connect . Refresh n View map
@ Online TMOo03 EW_11_3s0 192.168.120.152 - static
- £F Crline ltn_cosy_2 14,0s0RC4
i Filine [ e 14 N=nDra

Fig. 7 Connection to an Ewon

6. Once the VPN connection established, eCatcher displays the Ewon in the “Active
connection” section.

The computer is now connected to the Ewon using the VPN tunnel and you can use the remote
connection.

You can click the IP address link in the “Active Connection” section to display, in a web browser,
the homepage of the Ewon web interface.

5.4.2 Triggered Connection
To connect remotely to an Ewon tagged as triggered connection, follow the procedure:
1. Connect your computer to the Internet.

2. Verify that you have an Internet connection.
For example: open your web browser and browse to your favorite web page.

3. Open eCatcher (if not already opened).

4. Select the Ewon you just configured in the “My Ewons” list.

Pocls | My Ewons

.{: Add Properties Log E Wake up Refresh u iew map
Y

Groups Offline eWOMN_Logevnt_test
Offline Yaskawa 1
=} MyEon | |
o Offline viewon_Demo
rennnt

Fig. 8 Wake up your Ewon — 1
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5. Click the green Wake up button displayed in the Ewon list menu to wake up your Ewon.

By doing so, eCatcher sends an SMS to switch your Ewon online.

Pocls | My Ewons

.{: Add Properties Log E Wake up Refresh n View map
Y

Groups Offline eWOM_Logevnt_test

Offline Yaskawa ]
R T N
a Offline viewon_Demo
oot

Fig. 9 Wake up your Ewon — 2

6. Click the green Connect button (previously Wake up button) displayed in the Ewon list

menu to establish the remote connection. eCatcher is now attempting to establish a VPN
connection to the Talk2M server.

Pocls | My Ewons

.{: Add Properties Log Connect Refresh n View map
Y -

- Firmuare I

Groups Offline eWON_Logevnt_test

Offline Yaskawa 1
- MyEon | |
= y Ewon
a Offline viewon_Demo
reonint

Fig. 10 Wake up your Ewon — 3

7. Once the VPN connection established, eCatcher displays the Ewon in the “Active
connection” section.

With your smartphone, you can also send the SMS “Talk2M_Connect” or “Talk2MConnect” to your Ewon
to wake it up.

The computer is now connected to the Ewon using the VPN tunnel and you can use the remote
connection.

You can click the IP address link in the “Active Connection” section to display, in a web browser,
the homepage of the Ewon web interface.

5.5 Step 6: Terminate the Remote Connection

Before terminating the Talk2M VPN connection to the Ewon, it is mandatory to change

the administrator password which is set by default to adm. Please refer to Login security,
p. 38.
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Configure your Ewon for Remote Access 14 (42)

To end the VPN connection and so the remote access to your Ewon, apply the following
procedure:

1. Open eCatcher while you are remotely connected to your Ewon.
2. Click the red Disconnect button to terminate the remote access.
3. Optionally, leave a log message for future use.

You are now disconnected from your Ewon and can no longer use the remote access.

@ By disconnecting, you terminate only the VPN tunnel. If you also want to send your Ewon offline (in case
of a triggered Ewon), right-click on the Ewon in eCatcher and select Go offline.

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US
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6

6.1

Link an Ewon to the PLC

You can connect an Ewon to an (or multiple) S7-family PLC using the Ewon MPI/Profibus port or
the Ewon Ethernet ISOTCP port(s).

The configuration of the Ewon can be slightly different if the connection between the PLC and
the Ewon is MPI/Profibus- or Ethernet ISOTCP-based.

You can combine both connection types without any problem.

@ The limit of concurrent connection through ISOTCP is set to 32.

Fig. 11 MPI/Profibus and Ethernet ISOTCP link

MPI/Profibus Port Configuration

The following configuration applies only to an Ewon Flexy 203 or the Ewon Flexy 205 with the
Flexy extension card: FLC 3701.

One of the protocol supported by the Ewon to connect to a Siemens is the MPI / Profibus
protocol.

Fig. 12 MPI/Profibu protocol

To configure the MPI/Profibus link, follow the procedure:

1. Go to the web interface of your Ewon either using eCatcher (refer to Step 6: Connect to
Your Ewon Remotely, p. 36) or by a local point-to-point connection to the LAN port of the
Ewon.

2. Goto Tags > IO servers.

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US
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6.2

3. Open the $73&400 |10 server configuration page.
4, Set the Protocol Type, Baud Rate, Reply Timeout and MPI/Profibus Highest Station

Address parameters as defined in your PLC.

@ The MPI/Profibus address is the MPI address of your Ewon device, not the one of the PLC. The MPl/
Profibus address has to be an MPI address not yet used on the MPI network. In most cases the default
value 0 works fine

5. Click the Update button to save your settings.
6. Connect the MPI port of the Ewon to the MPI port of the PLC.

If your Ewon runs a firmware version higher or equals than 12.0, continue the procedure.
Otherwise, skip this step 7.

7. For firmware version 12.0 or higher: check the list of neighbors MPI/PROFIBUS stations
registered on network.

You might need to refresh the page to see the list of neighbors.

Flexy 203 # > Tas > = 0Severs > IO0Severstst > 5738400

Q 573 & 400 10 Server & Gateway settings

Home 10 Servers

Configuration
@ summary General
0..126, default: 2.

Destination MPI/PROFIBUS Node:
Tags =G

¥ values 10 Servers List List of neighbour MPI/PROFIBUS stations registered on network [ 0, 2 ]
A Aarms

= 10 Servers MPI/PROFIBUS Setup

Protocol Type: = MPI h Default MP1. PPI Mul

Diagnostic
D Logs BaudRate: 187500 - Default 187500
) ST ' Reply Timeout: s 50..50000, default: 3

&, Files Transfer )
MPI/PROFIBUS Address: Device address of Ev

Setup 5732400

MPI/PROFIBUS Highest Station Address: 31 - Default: 31
Fig. 13 List of neighbors MPI/PROFIBUS stations registered on network
If your Ewon runs a firmware version lower than 12.0, apply the following procedure:

8. Click on the Destination MPI Node link to check if the Ewon MPI interface is correctly
configured and connected to the MPI network.

The MPI Status Info that shows up, displays the different MPI devices detected by the MPI chip
of the Ewon. The ID numbers of the detected MPI/Profibus master devices are highlighted.

If the status table does not display any MPI address, then the MPI |0 server setup parameters for
your Ewon are not correct. Or those parameters have not been saved using the Update button.
Check the baud rate settings, verify that the Ewon is not using an MPI address already in use and
make sure you finish the verification by clicking the Update button.

If the status table displays only one MPI address, which is actually the one of your Ewon, it is
likely that the baud rate settings are not correct, that your Ewon is not properly connected to the
MPI network or that the cable used is not OK.

Ethernet ISOTCP Configuration
As of Ewon firmware 13.2s1, your Ewon embeds a feature called PLC Discovery.

The PLC Discovery allows the automatic detection of PLC(s) linked to an Ewon on the network
while you are connected through Talk2M even if the PLC and the Ewon are not in the same IP
range.
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For more detail, please refer to the “PLC Discovery through Talk2M” from the Related
Documents, p. 3.

The PLC Discovery does not prevent you from configuring the Ewon and the PLC to be in the
same IP range. The Ewon and the PLC in the same IP range is a requirement to make the remote

access successful.

In most cases, it is no longer necessary to set the Ewon as gateway in the PLC.
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7 PLC Software Mapping
7.1 MPI Link

If you connect the PLC with a MPI or a Profibus link, then follow the procedure:

1. Download the Ewon gateway station library for TIA from our support web page.

2. Unzip the content to a location of your choice on your PC. You should obtain a directory
named “Ewon Lib” embedding 4 directories and an “Ewon Lib.al15” file.

3. Open TIA® software, and then your project.
We assume there is at least one PLC CPU included in this project.

4. Select Network view in the central work pane.

% 10.0.5.20 - Remote Desktop Connection -lol x|

T4, Siemens - eWON-gateway

Project Edit Yiew Inset  Online  Options Tools Window Help

Uf i seveprojec: & ¥ 35 55 X D4z @ B MG E R Y coonine (I coofiine fp 81 2 ]

Totally Integrated Automation
RTAL

eWON-gateway » Devices & networks

Devices [#% Topology view | [# Network view ﬂl]_i Device view | | Options
EY-X-) P [ newwork 83 conneetions [ cornesan ] i @ oo = N = =]

| Catalog

5]

B Add new device
w0

Filter
1 Devices & networks @»

512183 a1eMpIeH [T

Fig. 14 Network view

5. Click on the Libraries tab, then click on the Import button in the Global libraries section to
import the Ewon gateway station file.

Browse to the Ewon Lib directory unzipped previously, select the Ewon Lib.al11 file, and
click Open.

ol
—OXe

Project Edit View Inset Online Options Tosls Window Help

Totally Integrated Automation

G il savepojer @ X 555 X O [ WEEER F coonine ¥ coofiine g MWW > 1) PORTAL
Libraries o
Devices [& Topology view | Networkview |LY Device view || Options e
" 0 [T l 3
& O B |7® newwor| 113 connections [ conneztion BIE T 5] = =] 5
v Project library 3
~ ] eWONgatewsy =1 E [ - B
ﬁAdd nevda 1A it » LUl Project libra: =
sh Devices & nepvorks PLe Open giobal library = LD v g
= CPU 315-2 PNIDF _ I8
» [ PLC_1 [CPU 3152 PryiDP] Look it SWONLib - @ E-
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Fig. 15 Importing Ewon configuration
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6. Deploy Master Copies under the new entry Ewon Lib in Global libraries, drag the Ewon
Isotcp GW object in the Network view pane.

R
Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation

S O seveproen & Y MG E RS coonine of cootine g WM 2 = 1] PORTAL

Devices [& Topology view | Networkview |LY Device view || Options e

" 0 Y] l 3

& O B | network| 128 connections [ cannection BIE T 5] = =] 5

v Project library 3

~ [] eWON-gatewsy 4 Al = E
B Add new device 2

b 11 Project library =

e ] SWORETrIGH] e :

= CPU 3152 PNIDF SIMATIC FC stati, I8

» (i@ PLC_1 [CPU 3752 FUDP]

» (D) eWON Isotep GW [SIMATIC PC sta. L

b [gf Cormmon data ]

D1 Do o

» [ig Languages & resources 5

&

» lig Online access | Global libraries =
» (5 SIMATIC Card Read oy =
i ard Reader 3G B
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» LU Monioring-and-controk-obje cts

<] ] B o templates 5
LT mvene 4
~ LUl eWON Lib
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General ~ [zl Moster copie c
o M conera ) eWoN 5ot BT aW 5 H
eneral ES
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Name: [eWON Isotcp GW ]

[] Computer name identical to PG station name
Name

computer name: [ ]

Author: |Support |

Carnment: -]

< [0 1B 5 | Parts (Global libraries)

Fig. 16 Ewon network pane

7. Click on the orange square of the Ewon object to open the properties of the Ewon’s MPI
interface.

Select the MPI address in the General tab of the Properties tab, and configure the MPI
interface of the Ewon (e.g.: the chosen address in our example is 6).
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8. Drag the red square of the PLC to the red square of the Ewon to create the MPI network
between the two devices.

Once the link is created, edit the Network settings from the General tab and select the
baud rate that the MPI link uses. The baud rate has to be the same than configured in the
Ewon 10 server.

C§ 10.0.5.20 - Remote Desktop Connection
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Fig. 18 MPI network
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9. Click on the green square of the Ewon to set the Ethernet Interface of the gateway and
select the Ethernet address option from the General tab in Properties.

Set the IP address and Subnet mask of the Ewon in the IP protocol area (e.g.: our example
is 192.168.0.53 and 255.255.0.0).

T4 Siemens - JCN_test
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Fig. 19 Ethernet interface configuration
10. Click on the Add new subnet to save the settings.

11. The interface is configured.

JCH_test » Devices & networks

|; Topology view ||t|'g'h Network view

Connections |HMI connection |V| % @l 4

p:] Network |-

PLC_1
CPU 313C

eWON Isotcp GW cp
SIMATIC PC stati... 5624

| =

MPI_1

AR sl GO B P B el it pgm et tgprin P

Fig. 20 Ethernet interface

7.2 Ethernet ISOTCP link

You don’t have to configure a software mapping for the ISOTCP link as TIA® manages the
mapping automatically.

To go online, follow the procedure:
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S

Fig. 21

7.

Open your TIA Portal” software.

Open your project and click on Project View at the bottom left of TIA".

Select your CPU in the device tree.

Click on the Go Online icon of the toolbar.

Select TAP-Win32 Adapter V9 as PG/PC interface.

The device is automatically found and appears in the device list .

Click the Go Online button to communicate with the detected device.
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Click Go Offline from the tool bar to disconnect from the device.

Remote Access for Siemens PLC(s)

AUG-0047-00 2.3 en-US



PLC Remote Access 23 (42)

8 PLC Remote Access

Before going through this chapter, you must go through the Link an Ewon to the PLC, p. 15
chapter.

Your PLC and your Ewon are physically connected either by MPI or by Ethernet ISOTCP
connection.

The steps below are the same for both connection types:

1. Establish the remote connection to the Ewon as explained in Step 6: Connect to Your Ewon
Remotely, p. 36.

2. Start TIA Portal’ once eCatcher has established the Talk2M VPN tunnel towards your Ewon.
3. Right-click on your PLC in the Devices area, and select Go online.

Set the type of the PG/PC interface and the other PG/PC parameters.

8 10.0.5.20 - Remote Desktop Connection
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Fig. 22 Go online in TIA®
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4.
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As soon as the PG/PC parameters are set, TIA® performs a communication test with the PLC,
and shows a green line — if successful — between the devices. The PLC appears in the list
of Accessible devices in target subnet.

Fig.

5.

Go online in TIA® — 2

23

Send a test instruction to the PLC by pressing the Flash LED button. Check the error message
area to identify the cause if the test was not successful.

Click the Go online button to communicate with the PLC.

Your PLC is now connected and ready to work in remote programming mode.
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Once you finished your work with TIA"
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e Terminate the TIA connection through the Go offline function (through the toolbar, or right-
click on the PLC in the Devices area).

e  Terminate the Talk2M connection of the Ewon as explained in Step 7: Terminate the Remote
Connection, p. 37.
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9 Troubleshooting
9.1 Cannot reach the PLC on its MPI/Profibus port

If you cannot reach the MPI/Profibus PLC connected to the Ewon then verify the following items:

e Check the IO server configuration in your Ewon which concerns the $73&400 or S7 and
associated protocol settings. See MPI/Profibus Port Configuration, p. 15.

e  Open the Ewon Event Log located at Main Menu > Diagnostic > Event Log to check for error
messages.

. Check if the PLC has the correct IP address in TIA Portal’. Use either the Ewon LAN IP
address or the Ewon VPN IP address.

9.2 Cannot reach Ethernet ISOTCP PLC ?

If you cannot reach your PLC through Ethernet, it might be because of the following reasons:
*  You did not reboot the PLC after you modified the IP address and/or the gateway.

e  There is a possible mismatch between your Ewon’s current IP address and the LAN IP
address of your Ewon recorded in the Talk2M account.

Check these settings in eCatcher and, if necessary, modify them. To do so, select your Ewon
in eCatcher and hit the Properties button, then click on the Modify LAN subnet button.

Disconnect and reconnect to your Ewon in eCatcher to apply the modification.

To verify if the Ewon port and the Ewon |0 server are correctly configured, you can create a tag
inside the Ewon which polls a register from the PLC. If the polling succeeds, the PLC connection
works correctly.
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A Configure your Ewon for Remote Access using the
Web Interface

This section explains how to configure the remote access of your Ewon through Talk2M with the
help of eBuddy and Ewon web interface.

Before going through the configuration of your Ewon to set the remote access, we recommend
reading the Prepare your Ewon for Remote Access, p. 6.

A.l Step 1: Set the LAN IP Address of your Ewon

Once you have selected your IP addresses, you can start configuring your Ewon.

In our example, the Ewon is set to LAN IP address 192.168.0.53. This address fits into the PLC
range and does not interfere with the Company LAN.

Site LAN
10.10.0.X
255.255.255.0

Ewon LAN
192.168.0.X
255.255.255.0

Fig. 25 Example of IP addresses involved
In this step, there is no constraint on the IP range of your computer.

To configure the LAN IP address of your Ewon:
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1. Link your computer to the LAN port of your Ewon.

Usually, this link is made through the company network but It can also be made with a

point-to-point link.

Fig. 26 Connect the computer indirectly to the Ewon though Company LAN

Fig. 27 Connect the computer directly to the Ewon

2.  Open eBuddy.

eBuddy can display your Ewon in its list even if your computer has a different network

address range than your Ewon.

3. Highlight (click on) your Ewon in the eBuddy list.

1) eBuddy - eWON Maintenance Utility

Fig. 28 eBuddy — Selection of the Ewon

Remote Access for Siemens PLC(s)

= | B |

File View Tools Help

o Refresh B Open Browser [P Set [P «ﬁ Backup/Restore m Firmware & SD Card
Serial Number Device Type IP Address Subnet Mask Gateway Firmware eZ DHCP
LAN

1843-0093-24 eWON Flexy 205 192.168120.233 255.255.255.0 10.0.0.254 13.1s0PR
 1533-0186-21 eWON Flexy 20x 192.168.120.232 255.255.255.0 10.0.0.254 13.250

1531-0074-22 eWON CO5Y 131 192.168120.231 255.255.255.0 10.0.0.254 1320
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4. Click the Set IP button.

r 3
{7 eBuddy - eWON Maintenance Utility E‘Elﬂ

File View Tools Help

0 Refresh B Open Browser E@ SetIP @ Backup/Restare m Firmware _;": SD Card

Serial Number Device Type TIP Address Subnet Mask Gateway Firmware eZ DHCP
LAN
1843-0099-24 eWON Flexy 205 192.168120.233 255.255.255.0 10.0.0.254 131s0PR
£ 1533-0186-21 eWON Fleuy 20x 192,168120.232 255,255,255.0 10.0,0.254 13.2<0
1531-0074-22 eWON COSY 131 192.168120.231 255.255.255.0 10.0.0.254 13.250

Fig. 29 eBuddy — Set IP button

5. Set the Serial Number of your Ewon if the field is empty.

-

i IP Address Wizard e

Welcome to the IP Address Wizard
Which eWWON would you like to configure?

Serial Mumber: | EEEERIRETERAT

Fig. 30 eBuddy — Serial number field

If you don’t know your Ewon’s serial number, you can look it up on the right side of the
Ewon itself.

6. Click Next.

Set the new LAN IP address and Subnet Mask of your Ewon, based on Prepare your Ewon for
Remote Access, p. 6.

-

5 1P Address Wizard e |

IP Address
Here you can specfy the new IP settings

=

Serial Mumber:  1533-0186-21

IP Address: 192 . 188 . 0 . B3

Subnet Mask: 255 . 255 . 255 . 0

Fig. 31 eBuddy — LAN IP address and Subnet mask

8. Click Next.
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9.

Wait until the Ewon reboots.

-

IP Address Wizard 3] |

Update of remote device

£9 Update request sent successfully.

£ Please wait while the eWON reboots...

Fig. 32 eBuddy — Reboot of the Ewon

10.

Click Finish.

A.2 Step 2: Configure the Ewon Internet Connection

To configure the Internet connection of your Ewon, follow these steps:

1.

© N O 0k w N

10.

Link your computer to the LAN port of your Ewon.

Usually, this link is made through the company network but It can also be made with a
point-to-point link.

Open eBuddy (if not already open).

Highlight the Ewon you want to connect to.

Right-click on this Ewon.

Select Open in browser.

Log in to your Ewon.

Click the Wizard button in the top right corner.

[Recommended] Go through the System wizard before setting the Internet connection.

The system wizard lets you change the password of the administrator but also sets the date
& time of the Ewon.

Click the System button in the right-side menu and follow the different steps.
Click the Internet button in the right-side menu.

Select the WAN interface of your Ewon. The propositions displayed are based on the model
of your Ewon

WAN refers to Wide Area Network which is the network covering a broad external area using the
Internet infrastructure. It is opposed to LAN referring to Local Area Network which is restricted to
internal networks.

To continue the Internet step-by-step guide, select your interfaces:

Ethernet Connection, p. 31;
Wi-Fi Connection, p. 31;

Cellular Connection, p. 32.
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A.2.1

A.2.2

Ethernet Connection
1. Make sure the WAN port of the Ewon is physically connected to the company network.

The LED dedicated to WAN traffic activity doesn’t blink yet as the WAN connection is not
yet defined.

2. Click Next.

3. Select the network management protocol:
—  static;
- BootP;
—  DHCP.

We recommend using DHCP. This way, your Ewon receives an IP address and Internet access
automatically from host.

4, Click Next.
5. Enable the Internet connection test.
6. Click Next.

The last step of the Internet configuration consist in a communication test.

The Online IP Check performed during the connectivity test aims at validating the WAN IP
address by reaching a specific domain on Internet on a specific port.

If your network parameters are correct, this test should end up successfully.

If the Internet connection test is not successful, then go back through the previous configuration
steps and recheck all settings for compatibility and accuracy.

@ Your network firewall should allow connections to *.talk2m.com on port 80. Otherwise, the Online IP
Check fails.

More information about the configuration of your Ewon for Internet access using the wizard can
be found in the Related Documents, p. 3.

Wi-Fi Connection
1. Click Next.
2. Enter the name of the Wi-Fi network (SSID) and its password.
3. Select the network management protocol:
—  static;
- BootP;
—  DHCP.

We recommend using DHCP. This way, your Ewon receives an IP address and Internet access
automatically from host.

4. Click Next.
5. Enable the Internet connection test.
6. Click Next.

The last step of the Internet configuration consist in a communication test.

The Online IP Check performed during the connectivity test aims at validating the WAN IP
address by reaching a specific domain on Internet on a specific port.
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A.23

A24

If your network parameters are correct, this test should end up successfully.

If the Internet connection test is not successful, then go back through the previous configuration
steps and recheck all settings for compatibility and accuracy.

@ Your network firewall should allow connections to *.talk2m.com on port 80. Otherwise, the Online IP
Check fails.

More information about the configuration of your Ewon for Internet access using the wizard can
be found in the Related Documents, p. 3.

Cellular Connection
1. Click Next.
2. Enter the information related to the SIM card and the APN.
3. Click Next.
4. Select the connection type:
—  Maintain connection: your Ewon is permanently connected.

—  Triggered: you must wake up your Ewon by sending an SMS so it initializes the
connection.

5. Click Next.
6. Set the call budget if the connection type is set triggered:

— Idle time: the amount of time before the Ewon shuts down the connection if there is
no traffic from/to the Ewon.

—  Call duration: the amount of time the Ewon stays online before closing the outgoing
connection.

7. Click Next.

The Online IP Check performed during the connectivity test aims at validating the WAN IP
address by reaching a specific domain on Internet on a specific port.

If your network parameters are correct, this test should end up successfully.

If the Internet connection test is not successful, then go back through the previous configuration
steps and recheck all settings for compatibility and accuracy.

@ Your network firewall should allow connections to *.talk2m.com on port 80. Otherwise, the Online IP
Check fails.

More information about the configuration of your Ewon for Internet access using the wizard can
be found in the Related Documents, p. 3.

WAN Fallback

If another WAN interface is available, a popup appears at the end of the Internet wizard and
offers to configure this secondary WAN interface.

If configured, the Ewon switches automatically to this secondary WAN interface in case the
primary interface fails.

The configuration of the secondary WAN interface is a replay of the Internet wizard where the
proposed settings are based on this second WAN interface type.

More info on the WAN Fallback in the “WAN Connection Fallback”from Related Documents, p. 3.

Remote Access for Siemens PLC(s) AUG-0047-00 2.3 en-US



A3

A4

Step 3: Create Your Ewon in Talk2M

This step consists in listing your Ewon inside your Talk2M account using the eCatcher software.

@ If you already created your Ewon in your Talk2M account, through eCatcher, you can skip this step and
go to the next step.

To create your Ewon in Talk2M, apply the following procedure:
1. Connect your computer to the company LAN.

2. Set the network parameters of your computer to DHCP enabled. An IP address is
automatically provided from the DHCP server of the company network.

3. Verify that you have an Internet connection. For example: open your web browser and
browse to your favorite web page.

4. Open eCatcher if your Internet connection works.
5. On eCatcher’s main interface, click the + Add icon. A new window appears.

6. Enter the name of your Ewon. The Talk2M server displays this name to identify the remote
connection to your Ewon

7. Select the Connection Type to specify how your Ewon connects to the Talk2M server. You
can choose between two possibilities:

—  Permanent: for Ethernet, Wi-Fi or cellular models. Your Ewon stays permanently online.

—  Triggered: only for cellular models. Your Ewon is offline (but still functional) until you
wake it up with an SMS.

If you specify a triggered connection, then eCatcher asks for the phone number of your
Ewon. The phone number allows Talk2M to send a n SMS which wakes up your Ewon.

8. Click Next.

9. Enter custom information concerning your remote connection. You can use the Custom
Fields to classify or filter your different remote connections (your different Ewons).

10. Click Create.

The newly created Ewon is now linked to your Talk2M account.

eCatcher displays the “Talk2M Connectivity” frame. Follow the Step 4: Retrieve the Talk2M
Activation Key, p. 33 to continue the configuration of the remote access.

Step 4: Retrieve the Talk2M Activation Key

Up to now, we only added the Ewon in your Talk2M account but we didn’t configure the Ewon to
connect to the Talk2M server.

One way to enable the link between your Ewon and the Talk2M server is with the activation key.
The activation key allows the Ewon to retrieve the VPN keys and certificates useful to establish
the VPN connection.

Continue the Step 3: Create Your Ewon in Talk2M, p. 33 and, in the “Talk2M Connectivity” frame,
get the activation key by proceeding as follows:
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1. Click the Copy to Clipboard button from the Activation Key row.

2 eCatcher (64.0)
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*

Activation Key

Ankylk

1 |

o
g
8

L]

(2]
g
&
2

Talk2M Connectivity: Itn_flexy
EWGNs = Back to eWON Proper ties

Select your preferred method to configure your eWON:

Create a LISB or 5D card configuration to connect your Ewon to your Tak2M account.
Your Cosy/Fiexy should have & firmware version >= 13.2

Every eWON is assigned an Activation Key during its creation in Talk2M.
“This key cannot be changed.

Activation Key: 35eechf1ecfa2099fd7ad65729021c4

Fig. 33 eCatcher — Activation key

This is Ludo [itn] ewan_suppart [ref: 01856] Logout Engish v [E

Launch Setup Wizard

Copy to Clipboard

If you are not in the “Talk2M Connectivity” frame but in eCatcher’s main window instead, follow
this process to retrieve the activation key:

1. Select your Ewon in the “My Ewons” list.

2. Click the Properties button.

! Offline status no
[ .

tified

e s e

Fig. 34 eCatcher — Properties of an Ewon

3. Click the Talk2M Connectivity button.

Users

Pouols

. eWON Properties: Itn_flexy
EWWONs = Badk to eWOMs ﬂ Talk2M Connectivity

E Duplicate Delete @ Disable

Itn_flexy

auto created on 2018-12-12 10:29:42

PLC:
Country:
IP address:

Fig. 35 eCatcher — Talk2M Connectivity
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4. Click the Copy to Clipboard button from the Activation Key row.

2 eCatcher (6.4.0) EE
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|, Your Cosy/Fiexy shouid have a frmnare version >= 13.2

o
g
8

Activation Key

o[ Every eWON is assigned an Activation Key during its creation in Talk2M.
n{: .\RWL This key cannot be changed.

Groups Activation Key: |35eechflecsfa2095fd7ade573021c4 Copy to Clipboard
—

Fig. 36 eCatcher — Activation key

A.5 Step 5: Connect Your Ewon to Talk2M

To configure the Ewon Talk2M connection, follow the steps below:

1. Configure the network parameters of your computer to fit into the IP range of your Ewon
LAN.

If you need help to do this, please refer to Google®.
2. Connect your computer to a LAN port of your Ewon.

3. Open your web browser and target the Ewon internal web page by browsing the LAN
address you configured in Step 1: Set the LAN IP Address of your Ewon, p. 27.

In our example, that would be: http://192.168.0.53.

4. Click the Wizard button in the top right corner.
5. Click the Talk2M — VPN button.
6. Click the T2M button.
7. Insert the activation key copied from Step 4: Retrieve the Talk2M Activation Key, p. 33.
8. Click Next.
9. Set the advanced configuration if needed. The advanced settings concern:
—  the use of a proxy for the WAN connection,
—  the obligation to use TCP packets instead of UDP for the WAN connection.
10. Click Next.

The last step of this wizard is the Talk2M registration and so the establishment of the VPN tunnel
between your Ewon and Talk2M. The following tests are performed:

e the Ewon tests the different connections needed to reach the Talk2M server (UDP/TCP,
HTTP with/without proxy),

e the Ewon connects to the Talk2M server and retrieves the VPN keys,
e once the keys retrieves, the VPN tunnel is established.

The result is displayed on the wizard page. Click Finish to end the wizard.

Your Ewon now appears online in eCatcher.
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A.6

A.6.1

A.6.2

Step 6: Connect to Your Ewon Remotely

Now that the Ewon is configured to connect to Talk2M, you can establish the remote connection
to this Ewon.

Depending on the type of connection you set, the procedure changes.

Permanent Connection
To connect remotely to an Ewon tagged as permanent connection, follow the procedure:
1. Connect your computer to the company LAN.

2. Set the network parameters of your computer to “DHCP enabled”. An IP address is
automatically provided from the DHCP server of the company network.

3. Verify that you have an Internet connection. For example: open your web browser and
browse to your favorite web page.

4. Open eCatcher (if not already opened).
5. Select the Ewon you just configured in the “My Ewons” list.

6. Click the green Connect button displayed in the Ewon list menu to establish the remote
connection. eCatcher is now attempting to establish a VPN connection to the Talk2M server.

7. Once the VPN connection established, eCatcher displays the Ewon in the “Active
connection” section.

The computer is now connected to the Ewon using the VPN tunnel and you can use the remote
connection.

You can click the IP address link in the “Active Connection” section to display, in a web browser,
the homepage of the Ewon web interface.

Triggered Connection
To connect remotely to an Ewon tagged as triggered connection, follow the procedure:
1. Connect your computer to the company LAN.

2. Set the network parameters of your computer to “DHCP enabled”. An IP address is
automatically provided from the DHCP server of the company network.

3. Verify that you have an Internet connection. For example: open your web browser and
browse to your favorite web page.

4. Open eCatcher (if not already opened).

5. Select the Ewon you just configured in the “My Ewons” list.

6. Click the green Wake up button displayed in the Ewon list menu to wake up your Ewon.
By doing so, eCatcher sends an SMS to switch your Ewon online.

7. Click the green Connect button (previously Wake up button) displayed in the Ewon list
menu to establish the remote connection. eCatcher is now attempting to establish a VPN
connection to the Talk2M server.

8. Once the VPN connection established, eCatcher displays the Ewon in the “Active
connection” section.

The computer is now connected to the Ewon using the VPN tunnel and you can use the remote
connection.

You can click the IP address link in the “Active Connection” section to display, in a web browser,
the homepage of the Ewon web interface.
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A.7 Step 7: Terminate the Remote Connection

Before terminating the Talk2M VPN connection to the Ewon, it is mandatory to change
the administrator password which is set by default to adm. Please refer to Login security,
p. 38.

To end the VPN connection and so the remote access to your Ewon, apply the following
procedure:

1. Open eCatcher while you are remotely connected to your Ewon.
2. Click the red Disconnect button to terminate the remote access.
3. Optionally, leave a log message for future use.

You are now disconnected from your Ewon and can no longer use the remote access.

@ By disconnecting, you terminate only the VPN tunnel. If you also want to send your Ewon offline (in case
of a triggered Ewon), right-click on the Ewon in eCatcher and select Go offline.
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B Security Aspects
B.1 Login security

It is required to modify the login and password of the default administrator which are both adm.

@ The default adm administrator can be modified but not deleted.

B.1.1 For Ewon Cosy
To modify the default administrator, follow these steps:
e Login to the Ewon web interface.
e Click on Wizards in the upper right corner.

e  Click on System.

EDSV 131 & > sSewp > A Wizards > Loggedin as & Adm | @ 1 # Wizards

Fig. 37 Change administrator password — 1

e  Set the new password for the Adm user.

Cosy 131 A > Setup > # Wizads > L System loggedinas&Adm @ @ | # Wizards

Q System Wizard 1

Home
User Setup

@ summary

Diagnostic

User Setup Internet
"D Logs O I Al configuration parameters will be
rase all first i oM ©
P status
@ support Fles Ewon name:  Ewon Will help you identify the Ewen faizh
Setup Adm j-
/- Wizards DI Confi
8

Password: esssssessssssssssene

£8 system

Main

Retype-Password: ssssssssssssssssssss

Fig. 38 Change administrator password — 2
e Click on Next.

e  Follow and end the rest of the wizard to apply the new configuration.

B.1.2 For Ewon Flexy
To modify the default administrator, follow these steps:
e Login to the Ewon web interface.
e Click on Setup.
e  Click on Users.
e  Click on Adm user.

e Click on Configure.
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e  Set the new password.

e Click on Update User.

Flexy « - s

Users Setup

Home Q <)) @ ad || confgure

@ summary User Login First Name Last Name
W values
A Aarms
= 10Servers.
Diagnostic
D Logs
P satus

& Files Transfer

Setup 1
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<I> BASICIDE

& vsess (2
& system

Main

Fig. 39 Modification of administrator password
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C Types of MPI / Profibus Cables
C.1 Cable MPI

As MPI/Profibus cable, you can use the standard Siemens Profibus cables and connectors.

Siemens offers a range of different MPI cable references. One of the basic genuine Siemens
references is “6ES7901-0BF00-0AAQD”.

There are compatible cables available on the market but don’t necessarily offer the same quality
or feature the same functions (e.g.: switchable termination resistors).

HMS Industrial Networks SA proposes a compatible unshielded cable:
. P/N EW40912 - SUBD9/SUBDS cable for Siemens S7;

e Length: 2 meter;

e  Max baudrate: 1.5 MBit/s.

For higher baud rates, use the Siemens genuine Profibus cables with resistor terminations.
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